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 A quick note about USB classes 
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USB Classes 
One of our customers recently brought to our attention that there is confusion 
about the USB classes listed in our USB blocking functionality. The customer 
wanted to know what would block when each class was blocked. 

 

 
Unfortunately, providing a list of every USB device and what class they belong to 
is impossible. There are cases when a keyboard is more than just a keyboard. 
We have a USB keyboard in our office that also has a smart card reader built 
into it. If you were to try to block the keyboard using the “Human Input Devices 
(Keyboard/Mouse)” blocking, the keyboard and mouse input would be blocked, 
but the smart card reader on the keyboard would still function until the “Smart 
Card” class was also blocked. 
 
There are also cases where a device may not be what it appears. A digital 
camera normally appears as a “Mass Storage Device” when hooked up to a 
computer to download photos. However, it is possible to control digital cameras 
via software. We have seen instances where a digital camera hooked up to a 
computer registers as a “Personal Healthcare” device. 
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Centurion recommends taking a cautious approach when blocking USB devices. 
Protecting your computers and your users should be your first priority if you are 
unsure. The advanced USB blocking screen has a “Defaults” button which takes 
care of most cases. When in doubt, test a specific device or call our technical 
support line for assistance. We are always happy to talk to our customers! 

Now for the list of USB devices I promised. This list is edited from information 
on Wikipedia. 
 

 


